This paper introduces an approach for the examination and organization of unstructured text to identify relationships between networks of individuals. This approach uses discourse analysis to identify information providers and recipients and determines the structure of covert organizations irrespective of the language that facilitate conversations between members. Then, this method applies social network analytics to determine the arrangement of a covert organization without any a priori knowledge of the network structure. This approach is tested and validated using communication data collected in a virtual world setting. Our analysis indicates that the proposed framework successfully detected the covert structure of three information networks, and their cliques, within an online gaming community during a simulation of a large-scale event.
this with a presentation of the methodology and research framework. The paper concludes with a discussion of the results and their implications for research and practice.
Background and Calculations

Detecting Structures in Criminal and Terrorist Networks
Modern covert networks often lack a formal leader and have an informal network structure with clusters of affiliated individuals (Ressler, 2006; Sageman, 2011) . Having an obscured, and often unofficial, network structure makes it more difficult for outsiders to determine which actors play key roles within covert organizations (Shapiro, 2013; Dombroski et al., 2003) . However, even when no official structure exists, covert networks still have actors who play critical roles in terms of coordination and management of resources (Carley et al., 2003A) . For example, in a Global Salafi Jihad network, a few focal actors acted as links between the people who carried out the 9/11 attacks and the 2002 terrorist bombings in Bali, and on average, each member of the network was only 2.5 links away from Osama bin Laden (Xu and Chen, 2008) . Similarly, international drug trafficking enterprises may have loosely clustered groups of suppliers collaborating with highly organized groups, involved in large-scale shipment, and may utilize independent individuals for direct distribution . Despite often having ambiguous official structures, control and coordination mechanisms do exist within covert networks and these structures can be modeled to identify key actors (Carley et al., 2003B) .
In addition, global covert networks often span national, cultural, ethnic, and linguistic borders making single-language analytical strategies ineffective. Military and law enforcement agencies have been unable to acquire an ample number of language specialists that are capable of deciphering messages in networks, using multiple languages (Cordesman, 2003; Davis, 2006; Benjamin, 2007) . Accordingly, analytical techniques that assume an in-depth semantic understanding of the content of each message may be realistic in some settings, but are untenable when evaluating covert network structures. Virtual world environments possess similar covert structures and, as a result, may represent useful platforms for testing theories and analytical techniques that deduce these covert structures (Bainbridge, 2007) .
Using Discourse Analysis
Discourse analysis is a useful method for identifying the key features and patterns within messages within groups linked by common goals, communication, and values (Abdul-Gader & Kozar, 1990; Paltridge, 1998; Hymes, 1972; Bhatia, 2004; Labov & Fanshel, 1977; Milroy, 1987; Swales, 1990) . Discourse analysis has been applied to study organizational boundaries and control structures based on communications (Alvesson & Karreman, 2000) . These methods have proved particularly useful for the relationship between communication and power among group members (Kalou and Sadler-Smith, 2015) . Most extant discourse analyses focus on interpretive approaches that require a deep understanding of social, psychological, and semantic contexts of communication (Alvesson & Karreman, 2000) . These interpretive approaches are effective for deducing social relations when there are no constraints limiting the effort, money, or time required to conduct such analyses. Consequently, the majority of discourse analyses have been applied in contexts where communications are obvious and interpretable (Paltridge, 2012) .
The timely interpretation of the meaning of words is difficult when analyzing covert networks (Carley et al., 2003B) . However, other symbolic components of communication are available. Covert networks are united by either a shared ideology or a shared procedural goal, such as accruing money via
Features of Covert Social Networks
Social network analysis is a powerful analytical method that can be paired with discourse analysis (Granovetter, 1973; Goyal et al., 2006) . However, difficulties persist in applying social network analysis to study covert organizations, where the extent and structure of networks are obscured (Dombroski et al., 2003; Carley et al., 2003B; Ressler, 2006) . Covert networks share similarities with traditional networks in terms of the efficient flow of information and resources, but also differ in some regards. Covert networks tend to have high clustering, short average path lengths (Xu and Chen, 2008) , and are vulnerable to disruption in key gap spanners (Carley et al., 2003A; Shapiro, 2013) . International covert networks exacerbate this characteristic as a few key individuals play the role of translators across subgroups and cliques .
In addition to challenges related to interpreting the meaning of messages, there are methodological challenges associated with applying social network analysis to covert networks . Many of the complex analytical strategies for evaluating covert networks assume a total collection of messages and a complete understanding of their content. For example, defining question answer pairs using words like "what", "when", "where", "why", and "how" uses a more accurate algorithm (Kwong and Yorke-Smith, 2012 ), but at the cost of training an analyst in language skills necessary to identify and interpret the content of every message in the language in which the message was written. Therefore, social network analyses of covert criminal networks are almost always entirely used post hoc, at which point many actors have already been captured or killed (Dombroski et al., 2003; Xu and Chen, 2008; Ressler, 2006; Mam and Bichler, 2011) . A greater value exists in identifying and disrupting criminal covert networks in near real-time during operations. Consequently, our focus is on using simplistic social network analysis strategies applied, in near real-time, without any a priori knowledge of the network structure or a deep understanding of the contents of each message.
Covert networks often also feature dynamism and individuals' roles may change as network members are captured, killed, or go into hiding (Carpenter et al., 2002) . As events unfold, some agents will become more or less central to action and communications efforts (Magouirk et al., 2008) . These changes to network structure can undermine traditional static measures of centrality . As a result, additional measures of network structures including betweenness centrality, outdegree/in-degree relations, and cluster coefficients, make analyses more robust to dynamism. Dynamic criminal and terrorist networks are also often decentralized (Sageman, 2011) . Organized crime and terrorist networks often have clusters at different levels of analysis due to features such as kinship, where smaller criminal cells operate independently within larger organizations (Magouirk et al., 2008; (Pfeffer & Carley, 2012) . Consequently, an automated, or semi-automated process for analyzing network structure can be executed in a more timely fashion.
Methodology
Research Setting
We collected data from a virtual world setting to empirically test the usefulness of our discourse analysis-based algorithm. The virtual world environment selected for the study was EVE Online, an international MMOG. EVE Online contains critical features of robust virtual worlds including an active community, the creation of goods, and commerce (Sivan, 2008) . Specifically, we selected this setting because it contained complex communication behaviors by a number of loosely affiliated subgroups, was event-driven, and exhibited a high degree of environmental uncertainty. Individuals within the network collaborated towards a shared goal, used multiple languages, coded phrases, and jargon, developed their own norms, obscured their true identities, and orchestrated resources and roles within the organization.
We selected this research environment to collect data because it parallels many of the environmental characteristics of real-life covert and criminal networks. Behaviors in virtual worlds largely mimic the behaviors of individuals in the real-world (Herring (2004) ) and offer researchers a manner to formally study natural, real-time, behaviors that may not be readily observable in the real world (Davis, 2009) . Virtual worlds offer rich social interaction and collaboration that parallel realworld communications in many facets (Messinger et al., 2009) . Furthermore, virtual gaming environments are renowned for their dynamic and unpredictable nature (Bainbridge, 2007) . However, in a virtual world, participants were not actually engaged in crimes or war allowing researchers and participants to freely discuss their behaviors.
After obtaining Institutional Review Board approval, we examined communications occurring during a series of events in which hundreds of participants collaborated to claim and attack property (i.e., virtual trade networks) affiliated with a different coalition of people. The goals of this type of event typically involve the disruption of virtual trade networks of rival organizations, and the acquisition of virtual goods and territory. These events can take days, weeks, or months to occur and require participation and cooperation to coordinate the actions of hundreds of individuals with varying degrees of allegiance. This research setting provided a vibrant and culturally rich environment where communication patterns and organizational structures were developed and maintained by the community of participants. For example, in EVE Online players may align themselves with one of five major organizations, or may join specialized self-governed alliances. Each of the competing alliances jostle for resources and power and are comprised of thousands of loosely affiliated groups of individuals who ally to accomplish shared goals. These groupings represent important social institutions that facilitate collaboration for achieving various goals. EVE Online also contains an extensive archive of discussion threads, forums, and community pages. The game 'universe' encompasses character profiles, wikis, and a detailed encyclopedia of gaming jargon (i.e. words, phrases, acronyms and emoticons known and used by this discourse community). The history of the game was chronicled in player created backstories, art, and video. Demonstrating the global involvement of this MMOG, the player guide was available in English, German, and Russian.
Data Collection
We began by collecting a large set of unstructured text communications and applying discourse analysis to recognize patterns and structures within any messages. The study enlisted an informant for data collection.
1 Ethnographers use informants to gain access to field sites with barriers of entry to outsiders (Lofland et al., 2006) . A double-blind data collection approach was used to avoid convoluting the natural evolution of events and to reduce researcher bias in the discourse and network analyses. The informant who recorded communication was unaware of the study's purpose. The researchers were uninformed as to the organizational structure of the MMOG, the identity of the players, or the purpose of communication. The researchers did not have direct, unobservable, entry into to the virtual community or a pre-existing membership within any organizations. During the data collection, the informant recorded chat activities from Internet Relay Chat (IRC) channels for three different virtual communities. IRC is an open communication system designed for real-time text messaging over the Internet. The system is primarily used for group communication through discussion forums called 'channels.'
The data were collected over 14 days in 2011, and were collected for multiple groups allowing analysis of small, medium, and large group communication. Having three levels of analysis (i.e., small, medium, and large groups) provided different views of the same phenomena and each of these different views may each offer unique insights into communications. The first group (i.e. the small group) was comprised of 10 participants who wrote 798 lines of text and 4,149 words. The small group represented the use of a two-column edge list to describe information seeking and information providing behaviors between small numbers of actors. Analysis at the level of small groups was useful in interpreting how a tightly-focused, task-specific, topic was shared between individuals in a conversational tone. Thus, small networks are useful in interpreting social interaction and group conventions. The second group (i.e. the medium group) was represented by 325 participants who wrote 1,319 lines of text and 4,644 words. The medium group level of analysis added context about the unequal distribution of power and how perceptions of authority or expertise may affect communication efforts. The third and final group (i.e. the large group) was made up of 683 participants who produced 4,178 lines of text and 21,090 words. The large group analysis was useful for understanding clustering and bottlenecks in the communication network.
Interpretive Framework
We utilized the interpretive framework in Figure 1 to manage the large amount of unstructured text collected for the analysis. Once the data were collected, we used a semi-automated formula to reduce coding error and decrease the amount of time needed to create an edge-list for social network analysis. First, the chat logs were imported into a spreadsheet. Three attributes were used for analysis: (1) the date and time of the communication event, (2) participant's gaming name and (3) any messages written by the participant. The formula we developed to analyze the messages was based on discourse analysis. Discourse analysis allows us to understand how individuals use messages to coordinate and interact with each other during events (Johnstone, 2008; Paltridge, 1998) . The analysis of discourse created by MMOG players employed speech act principles such as turn-taking (Sacks et al., 1974) , 1 The study was undertaken with approval of the human subjects review board of the researchers' institution. conversational contribution (Grice, 1975) , directives (Gordon & Lakoff, 1971) , and requests (Labov & Fanshel, 1977) . Communicative interactions examined under the lens of discourse analysis offered insight into status, socialization, rights, obligations, needs, and abilities of the virtual community. Similarly, Moser and colleagues (2013) had combined discourse analysis and social network analysis to examine networks in an online occupational community. Further, discourse network analysis (DNA) (Leifeld & Naunss, 2012; Fisher, Waggie, & Leifeld, 2013) has been proposed as a means to examine political networks. This methodology involves a combination of content analysis and social network analysis by looking for affiliation, concept congruence, actor congruence, actor conflicts, and dynamic forms of these discourse networks. To explore the structure of communication, concordance techniques were used (i.e. word frequency, key-word-in-context). A theme of information "seeking and providing" emerged from this process. The text chat occurred in sequential order, as is consistent with the observation of turn-taking in other discourse analyses (Van Dijk, 1993; Potter, 1996; Paltridge & Burton, 2000) . When an individual is asked a question, people interested in the question, or obliged to respond to that individual, will quickly respond (Belkin et al., 1987) . Consequently, we utilized this pattern of knowledge elicitation to determine how information was being distributed and processed within the network. Importantly, the theme of seeking and receiving information was observed in both English and Russian chat, and represented a language-independent semantics revealed by discourse analysis. The players used specialized punctuation (i.e. a question mark) to signify the end of questions for both English and Russian chat. We expect that punctuation is a reflexive component of information seeking communication behaviors, we also consider that it might be left off of some messages. However, we intentionally prioritized simplicity and selected a naïve algorithm where an extensive understanding of language translation was unnecessary.
Punctuation patterns were the inspiration for our development of a parsimonious function that forms the core of the analysis technique we used to discover the network structures. The function searched the text for question marks, then selected that row (i.e. ego) and the next three rows (i.e. possible alters), and moved those rows to a separate worksheet. Question and answer pairing has been shown to be an effective means to construct a social network structure for e-mail based communication (Kwong and Yorke-Smith, 2012) and Internet forum posts (Alvarez et al., 2010; Hong and Davidson, 2009; Sun et al., 2010) .
The decision to associate three responses with each question stemmed from two key themes: (1) the number of responses before a question was answered within a random sample of data, and (2) qualitative evidence from a participant that almost all questions are answered almost immediately. The random sample consisted of 10% of the data from each edge list, and was analyzed using the following strategy. Questions were identified from the text during discourse analysis. Then, the number of responses before the question was answered were counted. Of the questions asked in the data subset, 95% were answered within the first three responses following the question. After the data had been collected, a participating informant in the study had also indicated that elicited responses are nearly immediate and validated the number of responses.
Social Network Analysis
An open source software application, NodeXL (Smith et al., 2010) , was used to perform the social network analysis to understand the relative importance of individual roles within the emergent operational hierarchies. The social network analysis illustrated relevant patterns of communication activities (i.e. information gathering and providing). The application makes use of a two-column edge list to explore the relationships (i.e. edges) between actors (i.e. nodes). We used the discourse analysis to inform the structure of the edge-list based on the theme of information seeking and providing. Human interpretation of the text for meaning was unnecessary because the function was built on the larger act of asking a question and not on specific words. The network structure was built using inferred information seeking and providing relationships between egos and agents. The Fruchterman-Reingold layout algorithm was used to visualize the network.
Social networking metrics were calculated for: eigenvector centrality, betweenness centrality, clustering coefficient, closeness centrality, vertex degree, and in-degree/out-degree. Eigenvector centrality measured the importance, prestige, prominence, and power of an actor in a network (Freeman, 1979) . Eigenvector centrality was calculated using the accelerated power method outlined by Borgatti (1995) . Eigenvector centrality measures how well an actor is connected within the entire network, and not just within their local relationships. Actors with high eigenvector centrality represent leaders within the network.
In comparison, betweenness centrality measures the shortest distance of one actor to others in the network and represents indicates which individuals have influence over information flow within the group (Brandes, 2001) . As a result, individuals with high betweenness centrality are brokers of information because while they may not have the greatest number of shortest paths to other individuals, the shortest paths of the most other individuals frequently go through them. Thus, both measures are important for understanding how information flows throughout an organization, because eigenvector centrality evaluates the shortest possible routes for information to flow through, while betweenness centrality measures the importance of a single individual in controlling the flow of information. In the directed graph, the out-degree reports the number of outgoing edges (i.e., the number of questions asked by an individual). The in-degree reports the number of incoming edges (i.e., the number of actors responding to questions). The cluster measures how close the actor and its neighbors are to forming a clique or sub-group. In social groups, actors with high degrees of betweenness centrality play powerful roles in the network and often have control over the flow of information (Newman, 2004 The clustering coefficient of a vertex in a graph is determined with a formula that quantifies how close the vertex and its neighbors are to being a clique. It offers an alternative metric that indicates power roles within groups -it can identify individuals who may not communicate often but hold great sway over the behaviors of others.
While it is important to identify the existence of sub-groups or cliques, it is also important to find the individuals who frequently connected their clique to other sub-groups through communication exchanges. We evaluated closeness centrality to find the communication connectors or the boundary spanners within the network. Boundary spanners often serve a powerful role as a network connector and yet this measure could also indicate possible weaknesses within the group's communication flow. If a connector was absent from the group, then the information flow between certain cliques may fail.
Results
Small Group Discourse and Social Network Analyses
In the small group IRC channel, ten players produced 798 communication exchanges over 14 days. Three individuals contributed 77 percent of the conversation. The conversation switched between Russian (57 percent) and English (40 percent). The group also exchanged non-verbal communication codes (3 percent) through various emoticons (e.g., :), :p, :(, o/ ) and internet acronyms (e.g., lol, kk, afk, gn, TS, noob). The content of the online chat included conversations about tasks, internal politics, character assessments, relationship building, advice, complaining, banter, and humor. No chat message was over 10 words long. Longer messages were split into shorter phrases and entered consecutively by a player who had more to say. The group used abbreviations, acronyms, and game-specific jargon.
A network diagram created from the discourse pattern (Figure 2 ) indicated that individual S01 was the center hub of information exchange. This member was directly linked to all but one of the group members. Three of the remaining nine members of the group only spoke directly to S01. The second connector in the group was individual S07, who was directly linked to four other players. Individual S07 had the most lines of chat, but communicated with a smaller number of people. Group member S06 connected an outlier (S08) to the rest of the network. The network diagram illustrated that there were two subgroups or cliques within this network. Individual S01 was the hub of the group and connected three outliers (participants S02, S03, and S06) to the others within the group. The connection between individuals S01 and S06 spanned a boundary and appeared to connect this group to another group represented by individual S08. 
Large Group Discourse and Social Network Analyses
In the large group, there were 4,178 communication exchanges between 683 participants consisting of 21,090 words. Twelve individuals contributed 624 lines of chat text and 175 participants contributed one line of text each. We used the same strategy as the medium group to create an edge list using our information-seeking algorithm. The data listed in Table 2 indicates that there are players who were not top communication contributors but who were high on the betweenness centrality ranking. People with high betweenness centrality and a low volume of communication, do not contribute their own information, but often control the flow of information within a network (Brandes, 2001) . For example, individual L22 was the 10th most talkative participant by producing 28 lines of text and was ranked 20th on the betweenness centrality measure. Conversely, player L08 was the 15th most talkative player by producing 19 lines of text and was ranked 6th on the betweenness centrality measure. In this network, 190 individuals were assigned to 17 cliques, with the 20 top contributors representing seven of the 17 cliques. This indicates that power roles within the network were unevenly distributed. However, in cases where top contributors belonged to the same clique (e.g. 347), the purpose of communication often differed. For example, individuals L09 and L20 were members of clique 347. Individual L09 contributed 25 questions and 6 answers while individual L20 contributed 16 answers and no questions. These two were both talkative players from the same clique, but L09 was an information seeker and L20 was an information provider.
Assessments of closeness centrality displayed in Table 3 identified individuals who acted as boundary spanners between these cliques. Closeness centrality is the natural distance between a pair based on the shortest path of communication, and can indicate a more meaningful measure of power in an information-seeking network (Stephenson and Zelen, 1989) . Individual L09 was the top boundary spanner with the lowest closeness centrality measure. This participant's communication-reach extended to 31 other individuals and to 10 other cliques. Similarly, Individuals L20 and L19 were strongly connected within their own cliques, but their exchanges with outside cliques were usually limited to one or two other individuals. Figure 3 also illustrates that some cliques are better connected than others and that some cliques are more fragile than others. For example, clique No. 266 consisted of four members. Two of the members were connected only to each other. The other two were connected to their own clique and were separated from the top 10 boundary spanners by two degrees (e.g. L40-L38-L02 and L41-L42-L19). The information flow to and from clique No. 266 might be considered fragile. Consequently, this clique would have a difficult time communicating with almost every other individual if their access to a few other individuals was disrupted.
Interestingly, the size of the clique did not always determine its vulnerability to being cut off from the communication flow. Clique No. 322 also consisted of four members but three of the four were directly connected to the top 10 boundary spanners (e.g. L43-L09 + L17; L44-L06; and L45-L19). These communication lines illustrate that this sub-group had direct access to the top boundary spanners in the large network. 
Informant Validation of Analyses
Our data was collected during a series of conflicts between two large Eve Online alliances including a group subsequently referred to as the "Red Alliance", and another group referred to as the "Northern Coalition" (Drain, 2010) . These virtual environments provide an opportunity to validate research models that may be otherwise untestable due to legal, social, or technical constraints (Davis et al., 2009) . Thus, following our data collection and analyses we asked our informant to evaluate our findings in post hoc assessments. These post hoc assessments compared the networks deduced by our algorithms to the observable governance structures of the players. To validate our analysis of the small group structures, the informant was presented the network diagram and our expectations that S01 held a central leadership role and that player S07 held a secondary leadership position. When presented the player account names, the informant confirmed that S01 was the CEO of that corporation, and that S07 was the Director of the corporation. The CEO and Director are the two topmost positions in an EVE Online corporation, and indicate that our algorithm correctly identified the small group's leadership structure. Furthermore, the informant described that S08, was not part of the corporation, but was a representative of an allied group of players, as predicted by the small group analysis.
For validating the medium and large group structures, the informant was presented a list of players ranked by Eigenvector centrality and betweenness centrality, and the players' clusters as deduced by our algorithm. When presented the clusters using player names, the informant indicated that about 85% of the players the informant could identify were clustered within groups that corresponded to their EVE Online corporations and alliances. Furthermore, the informant estimated that the players with the highest eigenvector and cluster centrality rankings (e.g., L09, L02, L06, and L05) represented key members, referred to as fleet commanders, of an alliance. Likewise, the informant indicated that players acting as boundary spanners (e.g., L19 and L20), were relaying orders to smaller groups of players and translating commands from Russian to English. Consequently, the informant provided evidence that the clusters and leadership structures identified by our algorithm predicted the players' actual governance structures. 
Discussion and Conclusion
The purpose of the study was to explore whether meaningful and accurate communication patterns could be detected using a simplistic strategy to identify question and answer pairs. Indicating the success of the study, the participating informant validated that the study accurately detected the actual network connections and sub-cliques as structured in the organization's para-military structure. The respondent indicated that these were unexpected for two reasons: (1) the communication was in a foreign language that should be unintelligible to the researcher, and (2) that much of the communication used codes, jargon, and acronyms. Thus, these observations provide support for the view that a simplistic languageindependent heuristic can be used by non-experts to quickly identify key players in covert networks. This finding inspires confidence that despite having thinly-stretched resources spread across the globe, the judicious use of analytical strategies can be used to reveal covert global crime and terror networks. The proposed framework was also able to accurately illustrate a visualization that inferred group leadership and communication channels. Finally, we expect that studying virtual community networks, will present a useful avenue for future research to improve our capabilities to model covert organizational structures.
First, one of the interesting implications of this study is that it supports the methodological position that virtual worlds represent a useful and valid avenue for studying real time communication (Davis, 2009) . While virtual worlds differ in certain social or spatial dimensions from real life, virtual world interactions provide insights into behaviors obscured in other settings (Bainbridge, 2007) . Virtual worlds may be particularly useful when studying behaviors considered immoral or illegal in other contexts (Dilla et al., 2013) . Furthermore, within the virtual world setting observation is non-intrusive. Data was collected based on real time communication logs and messages were neither disrupted nor distorted by observation.
Additionally, our research supported the use of punctuation marks as indicators of network relationships. The question mark has been examined in the context of forum and email communication as an indicator of seeking and response behaviors (Ding et al., 2008; Kwong & Yorke-Smith, 2012; Cao et al., 2011 ); yet, we are not aware of any research that has examined this method in the type of largescale social network analysis of dynamic and interactive gaming environments. This strategy represents a useful tactic for developing accurate models of information sharing, because information seekers will generally ask others to provide useful details. We witnessed punctuation marks being used in both Russian and English communications, which suggests that the use of indicators separating questions from statements occurs across languages. As such, an important contribution of this research is to demonstrate that we can detect covert network structures using simplistic heuristics for detecting questions in environments that have similarities to other networks of interest (e.g., terrorist or criminal networks). Thus, this model is robust to changes in languages and requires little decoding or translation prior to application in determining covert network structures.
Furthermore, the data provided theoretical insights into the structure of covert networks. In summary, actors with high degrees of betweenness centrality played powerful roles in the network and exhibited control over the flow of information. The quantity of messages influenced information flow, but the quality and specific type of information also influenced a player's power in the group and their control over information. Our data also indicated that the fragility of communications within the network is not restricted to small subgroups. If access through a few key communication nodes is disrupted, larger groups of individuals can also be disconnected from the rest of the organization. These findings could have significant importance for both theory and practice. Finally, our findings had practical implications for how social networks are vulnerable to disruption. Players who also exhibited frequent communication exchanges with other sub-groups were found to be boundary spanners within the network as indicated by the closeness centrality measure. These players held powerful influence over the flow of information within their own groups and throughout the network. This finding has strong implications for examining focal actors in criminal and terrorist networks. In particular, these findings indicate that certain individuals act as communications brokers and strongly influence the actions of people around them. Thus, our findings indicate that individuals within a criminal or terrorist communications network, who exhibit high betweenness and closeness centrality measures, are likely to be powerful figures in the functional operations of the organization, even if they hold no formal role. We also find that individuals that relay messages to subgroups constitute critical points in the communication network and may be where the most serious threats of information overload and information loss may occur. Consequently, without secondary channels of communication between subgroups to alleviate information bottlenecks and backup communications when main channels are lost or destroyed, individuals within large networks can quickly become isolated from the rest of the network.
